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ABSTRACT: Cloud is increasingly used by people to save their data. The users also share the data uploaded to other 

users. For the security of data users encrypt the data before uploading the data to cloud and for the users who wanted 

access get the key from the owner and use it to decrypt the data. If the user uploads many files and he wanted to share 

to many users, the number of keys to use and share increases and the key management becomes difficult. In [1], authors 

proposed a key aggregate scheme where the any number of files belonging to single data owner is encrypted with 

single key and the user who wanted to access gets a aggregated key and using this aggregated key they can access the 

data based on categorization of user belonging to which group. Though this scheme is able to reduce the key 

complexity for owner by using a single key to encrypt any number of files, the user has to remember number of keys of 

different owners and it becomes difficult for him. In this paper we explore the key management problem for user and 

propose a effective solution for it. 
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I. INTRODUCTION 

 

Cloud data storage has become a popular trend among smartphone users. Since smart phone users have limited 

storage capacity they backup their data on cloud and also they share the cloud data to users at ease with emergence of 

cloud data sharing options in the mailing and messaging systems. With emergence of cloud for data sharing, security 

has become a concern, because any one can take the data stored on cloud. Recent trends of personnel information 

stored on cloud storage getting leaked have affected the user of cloud and users are looking for secure cloud storages at 

the time with minimal effort for key management. Many solutions are proposed like ABE, CP-ABE etc for encrypting 

the data with key and managing the key. Most of the schemes see only a peer to peer way of sharing data. For many 

online users are looking for a group data sharing where a file can be shared to a group of users. In this kind of 

environment for each file shared by users to N group, the number of keys to be used by minimum , as it is difficult for 

owner to remember each key he use to encrypt file for different group of users. In [1], authors have proposed a key 

aggregate based group data sharing solution. In this solution user may selectively share a group of selected files with a 
group of selected users, while allowing the latter to perform keyword search over the former. To support searchable 

group data sharing the main requirements for efficient key management are twofold. First, a data owner only needs to 
distribute a single aggregate key (instead of a group of keys) to a user for sharing any number of files. Second, the user 
only needs to submit a single aggregate trapdoor (instead of a group of trapdoors) to the cloud for performing keyword 

search over any number of shared files. The solution is designed from data owner point of view , but from the data user 
point of view, the solution is not efficient, In this paper, we deal with this problem and propose a effective solution to 

reduce the data user complexity. Our solution is extension of [1], to reduce the data user complexity in keeping with 

multiple keys for different owners. 

 

II. RELATED WORK 
 

In this section we survey the existing solutions for group data sharing. Cryptographic key assignment schemes (e.g., 

[11], [12], [13], [14]) aim to minimize the expense in storing and managing secret keys for general cryptographic use. 

Utilizing a tree structure, a key for a given branch can be used to derive the keys of its descendant nodes (but not the 

other way round). Just granting the parent key implicitly grants all the keys of its descendant nodes. Sandhu [15] 

proposed a method to generate a tree hierarchy of symmetrickeys by using repeated evaluations of pseudorandom 
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function/block-cipher on a fixed secret. The concept can be generalized from a tree to a graph. More advanced 
cryptographic key assignment schemes support access policy that can be modeled by an acyclic graph or a cyclic graph 

[16], [17], [7]. Most of these schemes produce keys for symmetric-key cryptosystems, even though the key derivations 

may require modular arithmetic as used in public-key cryptosystems, which are generally more expensive than 

“symmetric-key operations” such as pseudorandom function. We take the tree structure as an example. Alice can first 
classify the ciphertext classes according to their subjects like Figure 3. Each node in the tree represents a secret key, 

while the leaf nodes represents the keys for individual ciphertext classes. Filled circles represent the keys for the classes 

to be delegated and circles circumvented by dotted lines represent the keys to be granted. Note that every key of the 

non-leaf node can derive the keys of its descendant nodes. 

 

In general, hierarchical approaches can solve the problem partially if one intends to share all files under a certain 
branch in the hierarchy. On average, the number of keys increases with the number of branches.It is unlikely to come 

up with a hierarchy that can save the number of total keys to be granted for all individuals (which can access a different 

set of leaf-nodes) simultaneously 

 

Motivated by the same problem of supporting flexible hierarchy in decryption power delegation (but in symmetric-
key setting), Benaloh et al. [8] presented an encryption scheme which is originally proposed for concisely transmitting 

large number of keys in broadcast scenario [18]. The construction is simple and we briefly review its key derivation 
process here for a concrete description of what are the desirable properties we want to achieve. The derivation of the 

key for a set of classes (which is a subset of all possible ciphertext classes) is as follows. A composite modulus N = p · 

q is chosen where p and q are two large random primes. A mastersecret key Y is chosen at random from Z∗  N. Each 

class is associated with a distinct prime ei. All these prime numbers can be put in the public system parameter5 A 

constant-size key for set S0 can be generated (with the knowledge of φ(N)) as kS0 = Y 1/Qj∈S0(ej) mod N. For those 

who have been delegated the access rights for S where S0 ⊂ S, kS0 can be computed by kQj∈S\S0 (ej) S . As a 

concrete example, a key for classes represented by e1,e2,e3 can be generated as Y 1/(e1·e2·e3), from which each of Y 

1/e1, Y 1/e2, Y 1/e3 can easily be derived (while providing no information about keys for any other class, say, e4). This 

approach achieves similar properties and performances as our schemes. However, it is designed for the symmetric-key 

setting instead. The encryptor needs to get the corresponding secret keys to encrypt data, which is not suitable for many 

applications. Since their method is used to generate a secret value rather than a pair of public/secret keys, it is unclear 

how to apply this idea for public-key encryption scheme. Finally, we note that there are schemes which try to reduce 

the key size for achieving authentication in symmetric-key encryption, e.g., [19]. However, sharing of decryption 

power is not a concern in these schemes. 

 

Identity-based encryption (IBE) (e.g., [20], [21], [22]) is a type of public-key encryption in which the public-key of a 

user can be set as an identity-string of the user (e.g., an email address). There is a trusted party called private key 

generator (PKG) in IBE which holds a master-secret key and issues a secret key to each user with respect to the user 

identity. The encryptor can take the public parameter and a user identity to encrypt a message. The recipient can 

decrypt this ciphertext by his secret key. Guo et al. [23], [9] tried to build IBE with key aggregation. One of their 

schemes [23] assumes random oracles but another [9] does not. In their schemes, key aggregation is constrained in the 
sense that all keys to be aggregated must come from different “identity divisions”. While there are an exponential 

number of identities and thus secret keys, only a polynomial number of them can be aggregated. Most importantly, 

their key-aggregation [23], [9] comes at the expense of O(n) sizes for both ciphertexts and the public parameter, where 

n is the number of secret keys which can be aggregated into a constant size one. This greatly increases the costs of 

storing and transmitting ciphertexts, which is impractical in many situations such as shared cloud storage. As we 

mentioned, our schemes feature constant ciphertext size, and their security holds in the standard model. In fuzzy IBE 

[21], one single compact secret key can decrypt cipher texts encrypted under many identities which are close in a 

certain metric space, but not for an arbitrary set of identities and therefore it does not match with our idea of key 

aggregation 

 

III. PROBLEM DEFINITION 
 

Given a group data sharing and searchable platform where many they can be multiple data owners and data users. Data 

owners provide single trapdoor access key for users to access the secure data and also search it. When data user 

receives these multiple data keys, data user must be able to manage it easily. 
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IV. PROPOSED SOLUTION 
 

We use the user key management as the service on cloud. It can be hosted in the same cloud as data storage or as 

separate cloud. 

 

.  
 

The user key manager module runs on cloud as un trusted and the data stored must be made secure.  

 

When the data owner releases the key, all the key are stored in the use key manager module. The key manager is a 

separate component in cloud and the service is available as key manager as service on the cloud platform. Each data 

owner key for their files shared when sent to users are redirected and stored in the user key manager module. 

 

The user can request the key to be used for particular data owner from the user key manager module.  Since the user 

key manager module is hosted on cloud, the keys must be secured. To secure the keys, the keys must be encrypted and 

stored in the cloud. 

 

The data user generates a symmetric key and it is known only to it. Whenever it receives the trap door key from the 

data owners, it encrypts the key and then stores in user key manager. When the user requires the trap door key, it 

queries the user key manager to get the key and then decrypt it with its key to get the trapdoor key.  

 

Our solution has following advantages 

. 

1 The user no need to store remember or store multiple trap door keys. It needs to remember only one key 

2. Since the user key manager is available as cloud service, the user can get the trapdoor at any place and the solution is 

portable. 

 
3. The trapdoor key stored on key manger is fully secure with the encryption done by user with his key.  

 

V. SIMULATION RESULTS 
 

We measured the time taken to search with and without user key management solution. Through this experiment, we 

measure the extra time added to search for different number of trap door keys. The user key manger module is hosted 

on Amazon S2 cloud. 
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The results are shown below 

 

 
 

The extra time added for user key management is very low for the added advantage of user management of key. So 

our solution is acceptable from the performance point of view 

 
VI. CONCLUSION AND FUTURE WORK 

 

In this work, we have key management extension for reducing the data user key management complexity and though 

experiment we have proved that our solution adds only little overhead to existing key aggregate based search method.  

. 
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