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ABSTRACT: Cryptographic algorithms are used for image encryption and decryption in the field of image security. 

Security has gained a lot of importance as information technology is widely used. Since the digital image has become an 

important medium of communication, researchers have come up with different techniques from time to time to ensure the 

security of the images. Cryptography refers to the mathematical methods study as well as associated aspects of data secrecy 

such as data confidentiality, along with high data Integrity as well as data authentication. In this article, the author's recent 

trends and challenges in information security using image encryption methods. Encryption is an approach of hiding distinct 

important information therefore on prevents unauthorized access and guaranteeingthe confidentiality of information. Such 

privacy requirements may be greatly assisted by cryptography including steganography, which also adds a level of 

verification. The study of steganography entails conveying sensitive information in a suitable multimedia provider, such as 

pictures, audio, as well as video clips. The image processing is hiding the information in images.   
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I.INTRODUCTION 

Image processing is a technique to perform an algorithmic strategy to signal an image in a multidimensional systematic 

way. Cryptography is the technology to encrypt or decrypt any kind of digital signal or data for ensuring a more secure way 

to transmit or receive data over any security-based applications. Steganography is the more conservative technology to hide 

any secret information within an image. The given data is embedded into an image to hide its data. Visual Cryptography is 

the art of work made from a formal cryptography scheme by dividing any text-based information into N subsequent image 

frames [1], [2]. Well-known as well as frequently employed methods for manipulating data (messages) to cipher or conceal 

their presence include cryptography as well as steganography. Such approaches are employed to safeguard electronic-mail 

communications, credit card data, as well as other things in computer science along with various relevant subjects[3]. 

Electronic pictures have been employed in several applications, including healthcare scans, and surveillance, including 

secret meetings, as a result of technological improvements. Such pictures can include private as well as delicate data in 

them. Such photos are vulnerable to risks like alteration as well as unauthorized accessibility when sent over publicly 

accessible networks. Problems with freedom of action, and national safety, especially the armed forces might come up as a 

result of the disclosure of highly classified data. Additionally, people's security must be ensured whenever they are 

interested in sharing photographs across an open network. Pictures must thus be protected across a variety of safety threats 

[4].Figure 1 illustrates the image encryption methods classifications.This had been discovered through scientific research 

that picture methods of encryption are capable of being used to secure such photos. Through the use of a hidden key, 

picture encrypting transforms a plain picture into a password-protected one. Through the use of the encryption key, this 

decryption procedure converts the cipher picture back to the real picture.Figure 2 illustrates the common terms used in 

image encryption [5].   
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Figure 1: Illustrates the image encryption methods classifications.  

 

Figure 2: Illustrates the common terms used in image encryption.   

The sole method to ensure privacy will be to keep attackers from learning that sensitive data is present during the entire 

transaction. Several methods have been investigated to do so like digital watermarking, and visual cryptography was used 

before image steganography [6].  

There are various methods for data hiding like the spatial domain, frequency domain, and compressed data domain.    

In spatial domain: in this, the picture pixels within the spatial domain are arranged to incorporate the data to be embedded. 

This method is very simple to implement in realtime. It offers a higher-level hiding capability. The image quality in which 

the data embedding is done may be effectively managed.  

Frequency domain data hiding: Within this method all the pictures are initially converted in the frequency domain, as 

well as further information is incorporated by altering the converted coefficients of the frequency domain. 

Encrypting Phases: AES algorithm is used to encrypt the message. The AES has three fixed 128-bits block ciphers along 

with cryptographic code dimensions of 128-bits, 192-bits as well as 256-bits size. The employed keylength is adopted 

limitless, wherein the block length maximal opted 256-bits. Advance Encryption Standard is a symmetric cipher that uses 

an algorithm that starts with a random number, in which both the key-length as well as data are encrypted and then 

scrambled through four rounds of mathematical processes and the key-length that is used to encrypt the message must also 

be used to decrypt [7]. Figure 3 illustrates the existing approach to image encryption and decryption.Figure 4 illustrates the 

conventional encryption method of an image using the AES algorithm. 
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Figure 3: Illustrates the existing approach of image encryption and decryption.  

 

Figure 4: Illustrates the conventional encryption method of an image using the AES algorithm.  

The four rounds are called: 

1.Sub Bytes: In this method a nonlinear substitution phase wherein, every byte is to be altered along with another following 

the lookup table. 

2.Shift Rows: In this method, a transposition phase is to be performed wherein every row of state has been altered in a 

cycle at multiple times. 

3.Mix column: a mixing operation that operates on the columns of the state, combining the four bytes in each column. 

4.Add Round key: In this method, every byte of state has been merged along with the round-keys; every round-key is 

derived through the unique cipher-keys utilizing a specific key schedule. 

Embedding Phase: In the Embedding phase the encrypted message is embedded into a part of the secret image therefore 

cipher text that is given as input in the text editor is hidden in the cipher. Hiding cipher text inside the image is done using 

the LSB Steganographic algorithm. In this, each bit of the cipher text is exchanged with the last bit of each pixel Value. For 

each Pixel the last bit is replaced with the consecutive bits of the cipher text [8]. 

Hiding Phase: Image steganography is performed in this phase. Kekre’s Median Codebook Generation Algorithm (KNCG) 

is used for image steganography. KNCG technique is very faster in comparison to several codebook generation protocols.   

LSB: 

The greatest common as well as a straightforward method for dealing along-with pictures, it substitutes the wrap object's 

LSB alongside hidden texts, resulting in higher incorporating capacity as well as minimal computational hardship. Because 
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this LSB modulation has a small impact on human perception, the resulting stego-picture would appear to the vision to be 

identical to the wrapped picture, allowing for higher level perceptual accountability of LSB [9]. 

Furthermore considering the picture four distinct pixels with respective binary formats as follows: 

123 = 01111011 

 100 = 01100100 

 120 = 01111000  

99 = 01011010  

Whenever, a secured picture (14 number), in which binary depiction is considered 1110, is to be incorporated in LSB of 

this part of the image, then a significant stego object is described as follows: 

 01111011 =123  

01100101 =101  

01111001 =121 

 01011010 =99 

These LSB bits which have been altered and later incorporated have been emphasized 

II.LITERATURE REVIEW 

There are several picture encryption techniques currently being developed. Scholars have employed a variety of principles 

throughout history to improve the integrity of photographs. Considering the instance of photos, conventional methods like 

DES (Data Encryption Standard), as well as AES (Advanced Encryption Standard), along with IDEA are no longer 

applicable [10]. Plenty of picture encryption techniques have come into existence in recent years because photographs 

possess distinctive characteristics from written content [10]. However, for such investigation, we concentrated solely on 

techniques used within the previous ten years (2012–2022), since we have discovered the utilization of a variety of notions 

within the field of information safety [11]. 

Several picture encryption techniques have been developed at this point. Following an examination of the literary works, 

we categorizethem according to various categories, including methods for picture encryption that utilizes spatial, transform, 

as well as optical, along with compressive sensing [12]. The confidential information is scrambled as well as transformed 

into an unintelligible format using encryption. Both conventional methods of encryption, as well as Chaos-rooted methods, 

may be used for security. several format encryption methods (SET), which include the Rivest Shamir Adleman algorithms 

(RSA) [13], AES [14], as well as DES [15]. The aforementioned techniques secure the essential information before 

inserting it using a private password. The biggest drawback of existing methods, which renders them insecure as well as 

less dependable for encrypting information, is the volume of information with key sizes [16]. Traditional chaos-rooted 

encryption techniques have solved the SETs' limitations. The previously chaos-rooted encryption method employs initial 

passwords for cryptography which are responsive to modifications. Therefore, the chaos-rooted methods of encrypting 

utilize greater safeguard cryptographic techniques to guarantee information protection [17]. 

Chaos has become a type of complicated stochastic phenomenon that is created through predictable nonlinear systems. 

Numerous aspects of both the human community, as well as natural processes, are chaotic. Because of the identification of 

chaostheory within nonlinear systems, this investigation of chaos received significant consideration from academics across 

a wide range of disciplines as well as has established itself as a single fundamental area of nonlinear empirical evidence 

[18]. The attributes necessary through encryption, including the quasi-randomness of chaos-signals, extreme reactivity to 

initial circumstances as well as variables settings, system, as well as extremely complicated nonlinear behavior, are very 

identical to features associated with chaotic-signals [19]. Because of this, chaotic solutions are now frequently employed to 

create cryptography systems. Chaos-based cryptography provides clear benefits for picture encryption, as well as this is 

now the principal use for chaos-based methods [20]. 

Furthermore, certain research [21], [22] supported the idea that discrete systems tend to be greater complicated than 

ongoing ones. As a result, numerous scholars have gotten interested in creating an effective 1-dimensional discrete chaos-

based system framework, while various picture encryption techniques centered around such a framework were presented. In 
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reference [23], P. Rashmi et al. put out a logistic map-based streaming-encryption technique for mobile body-based 

networking. 

Another sensitive dynamical reciprocal encryption of images technique was presented by M. Maazouz et al. [24] employing 

a unique 1-dimensional chaos-based system rooted in the ratio of cosine-function over sine-function. A picture security 

method employing a novel hybrid electronic chaotic structure was presented by Tao Li et al. [25]. An innovative picture 

method for encryption was presented by H. G. Mohamed et al. [26] utilizing a one-dimensional sinusoidal-polynomial 

compound chaos system. Another unique picture method of encryption that utilizes a group of one-dimensional cubic maps 

of chaos was suggested by H. Y. Liu et al. [27]. 

III.DISCUSSION 

To familiarise readers with the different encryption methods utilized in encoding picture that was originally carried over the 

internet, several significant encryption approaches are laid out as well as analyzed in this study. The findings demonstrate 

that each method offers benefits as well as drawbacks depending on how its approaches are put into practice to photos. We 

conclude that all methods of picture encrypting are effective as well as provide safety to ensure nobody can view a picture 

that exists on a public network.Figure 5 illustrates the information security methods classification.  

 

Figure 5: Illustrates information security methods classification [28]. 

The World Wide Web as well as electronic technological advancements over the past decade have made it easier to use 

audiovisual items to facilitate information exchange. Nevertheless, several privacy concerns with sharing data over the 

World Wide Web must be resolved [29]–[31]. Scientists are paying a lot of focus to photographic steganography for 

safeguarding information. This information is protected using picture steganography, which embeds information bits 

covertly into a picture's pixels having a low discovery likelihood. Furthermore, encrypting information before incorporating 

offers two levels of safeguarding from unauthorized access [32], [33]. To date, several steganography along with 

cryptographic techniques are being created to guarantee the security of information while it is being transmitted across an 

internet connection. The objective of the aforementioned study is to briefly examine current developments in safeguarding 

data using image encryption techniques to provide multiple layers of protection for secret exchanges [34], [35]. This 

research discusses the benefits including drawbacks of the crypto-steganography technologies including picture 

steganography technologies currently in use. The article also provides a thorough explanation of certain frequently used 

assessment factors for both steganography as well as cryptography techniques [36]–[38]. In general, the goal of this 

research is to gain a proper knowledge of photographic steganography as well as how it may be combined with image 

encryption techniques to produce cutting-edge double-layered protection crypto-stego solutions [39], [40].Figure 6 

illustrates an existing Steganography method along with Cryptography.  
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Figure 6: Illustrates an existing Steganography method along with Cryptography [1]. 

IV.CONCLUSION  

It is possible to draw the conclusion that whenever typical picture security methods including steganography as well as 

enhancing processes are used, it makes it impossible for investigators to decipher the digitally encoded hidden information. 

Without knowing the correct code, this is challenging to interpret the crucial information as well as decode the ciphered 

message. This review article presents a comprehensive review of information security using image encryption methods.This 

provides effectiveness for confidential messages, as well as the key's use renders system operation simple and secure. We 

may further develop this study by employing 3D pictures in this fashion to create allocations that include a portion of a 

secret as well as expose that secrecy to everyone by stacking. It may be worked along with diverse Doc files as well as text-

content files and protect such informational items using picture steganography technology. 
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